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to better understand the defect characteristics
for a wider variety of software products.

We conducted a survey to understand defect
handling in selected open source projects and
compared the particular approaches taken in
different projects. Our respondents consisted of
119 individuals who contributed to 52 medium
and large open source projects. We focused on
defect handling instead of the broader quality
assurance activities other researchers have pre-
viously reported.2 Our results provided quanti-

tative evidence about the current practice of
defect handling in an important subset of open
source projects.

Generic defect handling practices
in open source projects

In the open source community, the term bug
is commonly used to describe software prob-
lems and is closely related to the terms failure,
fault, error, and defect. According to the stan-
dard IEEE definitions,3 a failure occurs when
program behavior deviates from user expecta-
tions, a fault is an underlying cause within an
software program that leads to certain fail-
ures, and an error is a missing or incorrect hu-
man action that injects certain faults into the
product. Failures, faults, and errors are often
collectively referred to as defects, and defect
handling deals with recording, tracking, and
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pen source projects have resulted in numerous high-quality,
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Web browser, and Linux kernel, although they followed a non-
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recent survey looks at the current practice of defect handling in open
source projects.
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resolving these defects.4 However, consistency
of defect recording, completeness of defect
records, or even the concept of defect can vary
from project to project.

In small-scale open source projects, devel-
opers usually make a note of defect fixes in
change logs or fix defects without keeping any
record. They often designate a mailing list to
discuss discovered defects and how to fix them.

For medium- and large-sized projects, or
those typically involving more than a few devel-
opers for more than a few weeks, more organ-
ized defect handling becomes a necessity. In

most of the larger projects we are aware of, de-
velopers use Bugzilla (www.bugzilla.org) or a
variant of it, such as IssueZilla (for example, see
www.openoffice.org/project/www/issues/query.
cgi), for defect handling. Bugzilla is an online,
open source, and extensible defect tracking
tool, providing many facilities. These include

� Creating, storing, and querying defect
records using its online and graphical user
interface

� Describing defects and posting attach-
ments during follow-up actions
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Open source is a software development method that makes
source code available to a large community that participates in
development by following flexible processes and communicat-
ing via the Internet. Numerous practitioners and researchers
have studied open source development, concentrating on its
socio-economic implications,1 business scheme,2,3 and legal
issues.4 They have also tried to identify the context for the suc-
cessful open source projects.

Eric Raymond observed that most successful projects are initi-
ated by individuals seeking a solution, or at least more efficient
ones, to their own general and everyday problems.5 Therefore,
the problem domains are usually well known among technical
communities. This makes it possible to define and specify less
volatile, well-understood requirements, as Douglas Schmidt and
Adam Porter stressed.6

To deal with such problems, usually a few talented develop-
ers capable of managing system complexity and overseeing a
project and its goals suggest efficient, modular, and extensible
architectures and designs. A core developers’ group with cer-
tain access rights to software assist them. These efforts are com-
plemented by many users and developers communicating over
the Internet. Developers’ motivations in this context vary from
personal use to business, education, fun, relaxation, ideology,
and so forth.

Paul Vixie evaluated open source development by consider-
ing the activities of traditional software engineering.7 He ex-
pressed that implementation is the developer’s favorite activity.
However, the other activities such as requirements definition,
system level and detailed design, unit and system testing, and
support are not carried out in a manner similar to traditional
software engineering. He also stressed that quality assurance
activities are unorganized, but extensive field testing helps im-
prove quality. He concluded that open source projects can de-
liver widely used products, but it simply takes longer for them
to suffer from the lack of engineering principles.

Similar to other software products, the quality of open

source products is related to the number of defects. Products
with fewer defects are generally considered to possess higher
quality than those with more. In the open source context, de-
fects are located and fixed with the contribution of a large
community. The common intuition is that open source product
quality benefits from this “many eye balls” aspect accompanied
with extensive field testing.5,7 However, comparative and em-
pirical studies are necessary to validate such arguments, as
Robert Glass has expressed.8

Today, open source projects are becoming more organized
efforts as companies initiate and lead open source projects to
gain business advantages. Full-time company employees often
participate in managing and developing these projects. The full
office suite OpenOffice (www.openoffice.org) and the Java In-
tegrated Development Environment Netbeans (www.netbeans.
org) are such projects led by Sun Microsystems. Because of
their business concerns, many companies are also interested in
understanding the characteristics of open source development
and defect handling under such a development environment.
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� Classifying defects according to their pri-
ority, severity, and related components
and versions

� Generating reports and graphics from the
data stored in the defect database

� Automatically notifying project personnel
of changes to a defect’s status (for exam-
ple, from new to assigned) via email to en-
hance collaboration

Both users and developers can create defect
records. Developers possess additional access
rights to manipulate previously created defect
records. A defect usually gets an unconfirmed
status when it’s first recorded. A developer can
change its status to new after seeing that it’s not
a false alarm. A defect’s status typically changes
several times during its lifetime and might be-
come assigned, resolved, verified, closed, and
so on. As a result of the follow-up actions, a
defect’s resolution attribute might become
fixed, invalid, won’t fix, and so on.

To fix a defect, a developer commits a
patch, which includes a set of changed source
files, to the concurrent versions system (www.
cvshome.org). CVS is a version management
system that’s widely used in open source proj-
ects. In some projects, the developer also writes
the corresponding defect number in the commit
log and updates the defect record in Bugzilla so
that it points to the changed source files.

Differences exist among projects within the
generic practices we describe here. These dif-
ferences stem from decisions about what con-
stitutes a defect, the necessary format and con-
tent of defect records, particular processes,
and so on. We concentrate on the main differ-
ences in defect definition and handling instead
of considering minor process variations.

Our survey
We started by identifying the projects of in-

terest for our survey. Our first criterion was
that the project had to have resulted in a prod-
uct that the open source community generally
recognized as a success. Our second criterion
was that the project used its own publicly ac-
cessible defect database and defect-tracking
tool. Because some projects, such as Apache
or Jakarta, include many subprojects, we de-
cided to include such subprojects as well be-
cause each subproject might handle defects
somewhat differently. We also consulted indi-
vidual project Web sites and used our prior

knowledge in selecting projects for our survey.
This selection process yielded 75 open source
projects or subprojects as our survey targets.

With this criteria, we tended to select suc-
cessful projects of medium to large sizes, which
cover an important subset of open source proj-
ects with defect-handling approaches and de-
fect data that we can quantitatively evaluate.
We can compare the results and findings to
that of medium- and large-sized conventional
software systems, which is the main object of
studies for existing software engineering re-
search.4 Limiting our focus to projects that
meet these criteria also made our survey man-
ageable, since publicizing the survey and han-
dling correspondences might have been infeasi-
ble otherwise.

After project selection, we defined our tar-
get population as the people involved in devel-
opment, project management, documentation,
testing, and defect fixing, due to their familiar-
ity with our question topics. We did not target
the users in our survey because their knowl-
edge about defect handling is usually limited.

We prepared and conducted an extensive
survey that included 10 questions directly re-
lated to defect handling (see the “Survey Ques-
tions” sidebar). The complete survey is avail-
able online at www.engr.smu.edu/~tian/data/
DHsurvey.html, which also includes additional
questions about the general product and
process characteristics as well as information
related to classifying defects.

We preferred to ask multiple choice ques-
tions wherever possible because they are more
likely to be easily and consistently answered,
and it’s easy to statistically analyze the an-
swers. The two common types of multiple
choice questions were “choose all that apply”
and “choose the best” types. To allow unex-
pected answers, we often included an Other
choice with some extra space to enter text. We
found this especially useful because some com-
mon patterns that we didn’t anticipate became
evident from these entries.

To prepare our survey forms and make them
available on the Internet, we used an open
source tool called Survey (http://opensource.isc.
vt.edu/products/survey). After that, we sub-
scribed to a few mailing lists designated for de-
velopment, defect handling, or quality assur-
ance activities for each chosen project. We sent
emails and weekly reminders to the lists to in-
form the other subscribers about our survey.



Many respondents indicated that they found
the questions thought provoking and interest-
ing, but a few complained about the duplicate
mailings and weekly reminders they received.

We collected 119 individual responses be-
tween 27 September and 29 October 2002.
We stopped the survey when the responses
slowed down and when we decided that we
had enough responses to make statistically
valid inferences. We don’t have the exact indi-

vidual response rate because it’s impossible to
track the total number of people involved in
all 75 targeted projects. On the other hand, we
expected only a small subset of people directly
dealing with defects to respond to our survey.

At the project level, we achieved a response
rate of 49.3 percent; of the 75 targeted proj-
ects, we received at least one response each
from 37 projects. We also received responses
from 15 projects we didn’t target initially be-
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1. Which development project are you contributing to?

2. Which defect database do you use in your project?
GNOME (http://bugzilla.gnome.org)
KDE (http://bugs.kde.org/)
Mozilla (http://bugzilla.mozilla.org)
OpenOffice (www.openoffice.org/issues/query.cgi)
Apache (http://nagoya.apache.org/bugzilla)
LyX (http://bugzilla.lyx.org)
Mandrake (https://qa.mandrakesoft.com/cgi-bin/

index.cgi)
Horde (http://bugs.horde.org)
If another, please enter the name of the project that hosts 
the defect database and its Web address.

3. Which one(s) below describe your participation in the proj-
ect? (choose all that apply)

Owner of the defect database
Project manager
Developer
Tester
Defect fixer
Documentation
Other (please explain)

4. In your project, a defect might be recorded to the defect
database because of... (choose all that apply)

A change required in the software for any reason
A problem/failure occurred
An incorrect piece of work that needs to be fixed
Any other meaning of defect, which also/better applies 

to your project (please explain)

5. The defects recorded in your project include the defects in
the... (choose all that apply)

Source code
Design documents
Requirement documents
Other (please explain)

6. In your project, the defects recorded are... (choose all that
apply)

Prerelease defects
Post-release defects
Both prerelease and post-release defects with no 

distinction
Both prerelease and post-release defects but marked 

as so
Any other strategy used about pre/post release issue 

(please explain)

7. When was the first time the defect database was employed
in your project?

Inherited from another project or from a previous 
release

Right after the project started
Right after the design started
Right after coding started
Right after prerelease testing started
In the post-release stage
Other (please explain)

8. After put in operation, how consistent (or disciplined) was
the use of the defect database in your project?

Very consistent, no defect gets fixed without reporting 
Almost consistent 
Not very consistent 
Not consistent 
Other consistency degree or approach (please 

explain)

9. A typical defect record includes several fields of informa-
tion. In general, how often were the defect records in your
project complete?

Always complete 
Almost always complete 
Sometimes complete 
Rarely complete 
Other completion degree or approach (please explain)

Survey Questions
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cause people working on these projects learned
about our survey and responded to it. We in-
cluded these 15 projects in our survey results
because they satisfy our selection criteria.

Consequently, we based our survey results on
individual responses from people who worked on
the 52 projects. (A complete list of these projects
is available at www.engr.smu.edu/~tian/data/
DHsurvey_proj.txt.)

Table 1 summarizes the respondent profile
based on the answers to Question 3 of our sur-

vey. Most respondents identified themselves as
developers, followed by testers and defect fix-
ers. Further analyzing possible combinations of
(multiple) roles that a respondent assumes gave
us the top two choices as developer only, fol-
lowed by the combined role of developer, tester,
and defect fixer. The respondent profile we ob-
tained met our prior expectations, considering
the flexible characteristics of open source proj-
ects, where developer is a common role and in-
dividuals can assume more than one role when
necessary. Therefore, this sampling from our
target population is likely to be unbiased.

General results
Table 2 summarizes our general results,

showing the numbers and percentages of re-
sponses that fall into each choice category for
Questions 4 through 9. In Questions 4 and 5,
the entries made in the Other answer option re-
vealed several common patterns. We treated
each detected pattern as a new choice category,
which of course reduced the number of entries
originally made for the Other answer option.

In response to Question 4, the reasons to
record defects, survey respondents selected the

Table 1 
The number and percentages of the respondents

assuming each role
Respondent role Number Percentage

Defect database owner 16 13.45
Project manager 25 21.01
Developer 86 72.27 
Tester 69 57.98
Defect fixer 66 55.46
Documentation 30 25.21
Other 4 3.36

Table 2 
General results for Questions 4 through 9

Question 4 Question 5 Question 6
Reasons for Subjects of Pre/post Question 7

defect reports defect records release Initial Question 8 Question 9
Choice (choose all (choose all (choose all employment Consistency Completeness
order that apply) that apply) that apply) (choose one) (choose one) (choose one)

1 Any change Source code Prerelease Inherited Very Always
100 (84.03%) 116 (97.48%) 31 (26.05%) 31 (26.05%) 14 (11.77%) 2 (1.68%)

2 Problem/failure Design documents Post-release Project start Almost Almost always
116 (97.48%) 44 (36.97%) 36 (30.25%) 37 (31.09%) 55 (46.22%) 48 (40.34%) 

3 Incorrect work Requirements Both & After design Not very Sometimes
108 (90.76%) documents no distinction 2 (1.68%) 37 (31.09%) 59 (49.58%)

32 (26.89%) 55 (46.22%)
4 False positives User documents Both & After coding Not Rarely

6 (5.04%) 16 (13.45%) distinguished 4 (3.36%) 8 (6.72%) 6 (5.04%)
61 (51.26%)

5 Feature enhancement Other Other Testing Other Other
11 (9.24%) 1 (0.84%) — 4 (3.36%) — — 

6 Tasks — — Post-release — —
2 (1.68%) 15 (12.61%)

7 Other — — Other — —
1 (0.84%) —

No — 1 (0.84%) — 26 (21.85%) 5 (4.20%) 4 (3.36%) 
answer



three choices we suggested (any change, prob-
lem or failure, incorrect work) with a high per-
centage. Using the Other option, respondents
also noted they occasionally record false posi-
tives (not actually a defect), feature enhance-
ments, and tasks as defects.

In Question 5, source code dominated as
the subject of defect records, followed by de-
sign documents and requirement documents.
Text entries for Other included defects in user
documentation such as manuals, guides, and
tutorials.

For Question 6, most respondents selected
one of the last two choices—indicating they
record both prerelease and post-release defects.

Responses to Question 7 about the initial
employment time show that the respondents’
project usually either employed a defect data-
base and defect-tracking tool right after a
project started or inherited them from other
projects or previous releases.

For Question 8, more respondents indi-
cated that they recorded defects almost consis-
tently or very consistently than not very con-
sistently or not consistently.

In Question 9, which asked whether every
field in each defect record is complete, the vast
majority of respondents selected the almost-
always-complete and sometimes-complete
choices.

We also investigated the relationship be-
tween the completeness of defect records and
consistency of defect recording because they
indicate the discipline exercised in defect han-
dling. In the ideal case, developers and testers
consistently record every defect they discover
and fix, completing all required fields for each
record. Because the answers to these com-
pleteness and consistency questions are in
ranking order, we calculated the rank (or
Spearman) correlation coefficient between the
two to be 0.18, excluding the no-answer en-
tries. Therefore, we argue that there’s gener-
ally a positive correlation between consistency
and completeness.

As we mentioned earlier, our survey also in-
cluded questions about the general process
and product characteristics as well as further
details about the recorded defects. Answers in-
dicated that open source projects often follow
an iterative process or no specific process, the
developers use both object-oriented and tradi-
tional languages, and various types of project
data, such as the project schedule, plan, per-

sonnel’s education and background, and so on
are also available. We can use such informa-
tion to characterize open source projects and
customize various models for them. On the
other hand, our survey revealed that there’s lit-
tle detailed information currently collected for
analyzing and classifying defect data. Devel-
opers and testers usually classify defects ac-
cording to impact severity because this helps
them prioritize defect-fixing efforts. We might
need to collect more defect-classification in-
formation for various quality-improvement
initiatives.

Comparisons across individual
projects

We also compared four open source proj-
ects with each other: 

� KDE (Kool Desktop Environment), an open
source desktop suite for Unix workstations
(www.kde.org)

� PHP (PHP Hypertext Preprocessor), a
widely-used general-purpose scripting lan-
guage that is especially suited for Web de-
velopment and can be embedded into
HTML (www.php.net)

� Mozilla, an open-source Web browser, de-
signed for standards compliance, perform-
ance, and portability (www.mozilla.org)

� GNOME, a complete, free, and easy-to-use
desktop environment for the user, as well as
a powerful application framework for the
software developer (www.gnome.org).

Each project had 16, 12, 11, and 10 responses,
respectively. The rest of the 52 projects only
had between 1 and 6 responses per project, so
we didn’t include them in this comparison. 

Figure 1 includes percentage histograms for
these four projects for Questions 4 through 9.
The histograms we drew for all 52 projects are
at the bottom. To provide a common baseline
to compare individual projects, we use the
same scale for the y axis for all histograms (0
to 100 percent) and the same scale for the x
axis for each question. In determining the
scales for the x axes in “choose all that apply”
questions (Questions 4, 5, and 6), we used a
consistent enumeration of the unique combi-
nations of the selected choices. For Questions
7, 8, and 9, the scales for the x axes included
the same answer categories in Table 2 but in
reverse order.
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In our comparison, when we considered rea-
sons for defects, the histograms showed similar-
ities among all four projects in that most re-
spondents selected all of the first three choices
provided for Question 4. Regarding defect-
record subjects, the histogram shapes formed
two groups. In KDE and GNOME, source code
stood out as the main artifact against which de-
velopers recorded defects. However, in PHP and
Mozilla, other artifacts were also associated
with substantial proportions of defect records.
The histograms revealed a similar picture across
the projects for prerelease and post-release de-
fects, suggesting that developers and testers in-
cluded both. The histograms also looked alike
for initial employment time, indicating that ini-
tial employment was either after the project’s
start or via inheritance. Only in the PHP project
did some respondents state that they used the
tools in the post-release stage. Mozilla scored
the highest for defect-recording consistency and
completeness, confirming our assertion that the
two are generally positively correlated.

Overall, our comparisons reveal many simi-
larities across the compared projects. However,
there are also some significant differences in the
subjects of defect records and the amount of
discipline applied.

O ur survey results provide quantitative
evidence for the following observa-
tions about defect handling in many

open source software projects:

� The concept of defect is broad, including
failures, faults, changes, new requirements,
new functionalities, ideas, and tasks. This is
because defect databases and defect-track-
ing tools are generally considered a com-
munication and collaboration medium that
helps developers and testers solve whatever
they consider a problem.

� Code is the main subject of defect records,
followed by design documents, require-
ment documents, and user documentation.

� Usually, developers and testers record
both prerelease and post-release defects.
Almost half the respondents stated that
these two types are distinguished and
marked so. However, in some projects no
distinction exists because development is
considered a continuous activity and re-
leases are only perceived as snapshots of
an ever-evolving product rather than a fin-
ished product.

� Developers and testers record defects fairly
consistently and keep fairly complete de-
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fect records, although considerable vari-
ability exists among different projects.
Some projects, such as Mozilla, are more
disciplined. On the other hand, in some
projects, if developers can immediately
correct a defect without further investiga-
tion, they might not feel a need to record
this incident. Similarly, if developers and
testers think a defect record conveys
enough information to fix a defect, they
might not complete all the fields.

Our findings provide a general characteri-
zation of defect handling for an important
subset of open source projects and can be used
as a starting point for people interested in
open source development and related quality
assurance and improvement activities. Practi-
tioners and researchers can use the available
data and collect additional details about the
projects and their defects to build models, per-
form analyses, and provide valuable feedback
to improve their products’ quality.

However, due to various limitations for
surveys of this type, readers should use cau-
tion when interpreting or applying findings
from our survey to your project environment.
The relatively small sample size and our selec-
tion criteria excluded unfinished or discontin-
ued projects or small projects that rarely track
their defects formally using defect-tracking
tools and databases. Future work covering a
larger and more representative sample of the
complete spectrum of open source projects
could provide more general findings to help us
better manage the defect handling process and
improve the overall quality for many open
source projects.
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