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ABSTRACT 1. INTRODUCTION
This paper addresses how intellectual property affects the  “...if the promise of hypertext actually is to be realized

Web in general, and content publishing on the Web in and disseminated to users, then early-stage identification
particular. Before its commercialization, the Web was per-  of legal issues and compliance with legal obligations will
ceived as being free and unregulated—this assumption is be necessary.

no longer true. Nowadays, content providers need to know —Jones at Hypertext 87 [15]
which practices on the Web can result in potential legal

problems. The vast majority of Web sites are developed The above quote is from the first conference on hypertext
by individual such as technical writers or graphic artists, in 1987. At the time, hypertext systems existed mainly as
and small organizations, which receive limited or no legal research prototypes and had little commercial significance.
advice. As a result, these Web sites are developed with littleEven though the question of the legal implications of hy-
or no regard to the legal constraints of intellectual property pertext systems was raised early on, there has been little
law. In order to help this group of people, the paper tries to research in this direction—a notable exception being Nel-
answer the following question: What are the (typical) legal son’s Xanadu system, which has introduced a mechanism
issues for Web content providers to watch out for? This for dealing with copyright issues [26] [32]. In the mean-
paper gives an overview of these legal issues for intellectualwhile, the Web has emerged as the most popular hyperme-
property (i.e., copyrights, patents, and trademarks) anddia system by far, achieving widespread hypertext authoring
discusses relevant law cases. As a first step towards a moréor the first time.

formal risk assessment of IP issues, we introduce an IP  The Web has made a transition from an academic re-
maturity model that captures a Web site’s IP coverage with search network to a commercialized commodity. In the

five different maturity levels. early days of the Web, the main content publishers were
academics that wanted to make information freely accessi-
Categories and Subject Descriptors ble to interested readers, typically fellow researchers. Un-
K.5.m [Legal Aspects of Computing: Miscellaneous;  restricted linking between documents of unrelated authors
H.5.4 [Information Interfaces and Presentatior]: Hy- was part of the publishing process. In fact, the simplicity
pertext/Hypermedia; D.2.9 Spftware Engineering: of both publishing and interlinking of documents appealed
Management-Sopyrights to many people and was a major driver for the Web’s suc-
cess. Furthermore, the Web was perceived as being free and
General Terms unregulated [22, 25].
Legal Aspects At some point, business started to realize that the Web
provided new opportunities for them. A business’ Web
Keywords presence is now seen as an important success factor that

Copyright, deep linking, hypermedia, intellectual property, affects its reputation, sales, and marketing. Since Web sites

link law, trademarks, patents, open content, World Wide are now perceived as assets, businesses increasingly want

Web to protect their Web presence and control the way in which
others utilize their Web sites. As a result of the increas-
ing commercialization of the Web, legal issues play a more
and more important role for both content providers and con-
sumers. Until 1994, courts in the United States did not have



to deal with Web cases. In 2001, the state and federal courtdwo perspectives: (1) opportunities to protect their own IP
have published more than 1,100 opinions involving the Web and (2) potential legal threats when using IP of others. Sec-
[18]. Whether one likes this development towards a more tion 3 extends the document maturity model introduced by
regulated Web or not, content providers and users need tdHuang and Tilley [16] to reflect IP issues. We believe that
know which practices on the Web can result in potential le- since legal issues are of more and more concern to Web site
gal problems. owners, they should be part of an evaluation of the quality
The vast majority of Web sites are developed by individ- of a Web site. Section 4 summarizes the paper and draws
uals and organizations that receive limited or no legal ad- some conclusions.
vice. As a result, these Web sites are developed with little

or no regard to the legal constraints of law. Consequently,2 |NTELLECTUAL PROPERTY ASPECTS
this paper assumes that the reader has an information tech-

nology background (e.g., from computer science or techni- A general definition of IP is that of useful information or

cal W““”Q)’ but no (formal) bagkground in law. In ordgr knowledge. IP is a broad field, covering copyright, patents,
to help this group, the paper tries to answer the following ;. rademarks. IP law gives a creator of IP certain exclu-

question: sive rights to exploit his or her creation, thus “preserving
What are the (typical) legal issues for Web site the motivation needed for people to undertake the develop-
owners to watch out for? ment of new and useful things that could benefit society”

[6]. In doing this, IP law has to strike a balance between
Web site owners should know about legal issues from two IP holders and the public. Judge Kozinski puts it as follows
perspectives: as content providers and as consumers. O[R3, page 204]:
the one hand, they need to know how to protect their own
(intellectual) property, embodied in their Web sites. On the
other hand, they need to know the legal constrains of uti-
lizing someone else’s Web site. Legal problems arise when
Web site owners believe that their rights have been violated.ps further discussed below, this balance is important for
Itis hard to predict what a certain owner will view as a vi- poth patents and copyright.

olation. For example, some content providers view a deep  Taple 1 gives an overview of the legal issues addressed

“Overprotecting intellectual property is as harm-
ful as underprotecting it. Creativity is impossible
without a rich public domain.”

link into their Web site as a copyrightinfringement (8ick-  in this paper. Because of space limitations, this paper can
etmaster vs. Tickets.conwhile others welcome such links  provide only a brief treatment. For this reason, important le-
because they bring visitors to their site. gal cases are given along with references that provide more

This paper focuses on legal issues raised by intellectualin_gepth discussion.

property (IP) law because most relevant cases fall in this | the following, we assume U.S. law and explicity
area. IP law includes copyright, trademarks, and patents.nogte when discussing laws in other countries. There are
It provides protection of, for instance, a Web site’s con- several international treaties (e.g., for copyright there is
tent, designs, processes, and implementation. However, ithe Berne Convention of the World Intellectual Property
should be noted that IP is not the only legal concern on the organization—WIPO) that are the basis for national laws,
Web. For example, trespass law has been used to challenggyaranteeing a certain uniformity. However, there are still
unwanted emails and Web spiders [28]. In one case, eBaymany more or less subtle differences among countries. For
sued Bidder's Edge for trespass to chattelcause of aWeb  example, the term of copyright in the world is 50 years after
crawler that frequently visited eBay’s site to scrape auction the author’s death, except in the United States where it is 70
information [35]. years—this is the result of tH@onny Bono Copyright Term

This paper cannot give legal advice or rules that state gxtension Acpassed by Congress in 1998.
what kinds of conduct violates IP law. Unfortunately, case

law is still evolving and there is significant legal uncertainly. 2 1 Copyright

However, the paper serves to highlight the areas of IP that

have caused legal problems for Web content providers in A copyright applies to work that is expressed in a “tangi-

the past. This allows content providers to make a more in- yje medium for the purpose of communication” [4]. Exam-

formed risk assessment in the future. _ _ ples of such works are literature, music, paintings, movies,
This paper is organized as follows: Section 2 gives a 5 television broadcasts. In some countries, copyright also

brief survey of IP legal issues surrounding Web sites. The j,cjudes computer programs and information embedded in
discussed issues are of interest to Web site publishers frony5iapases.

iChattel is a legal term for personal property such as books, cars, and 1 Ne copyright law has to balance the rights Of_ the content
computers [35]. creators to be compensated adequately for their efforts, and



[ IPLaw [ Infringement Legal Cases \

copyright | digital copy Playboy vs. Russ Hardenburgho97) [27, p. 12B-12]
intermediate RAM copy| Intellectual Reserve vs. Utah Lighthouse Minigtt999) [14] [11],
Religious Technology Center vs. Netc(tf95) [14],

MAI Systems vs. Peak Computér893) [38]

linking Ticketmaster vs. Tickets.cd@003) [14],

Washington Post vs. TotalNe@k997) [39] [20] [31],
Futuredontics vs. Applied Anagrami¢k998) [14] [31],

NVM vs. De Telegragf2000) [17]

thumbnails Kelly vs. Arriba(2003) [41] [42] [31]
patent business methods Amazon vs. Barnesandnoble.c2002) [40] [18] [45],
Priceline vs. Microsof{2001) [18]
software Eolas vs. Microsoff2004) [1]
trademark| HTML meta tags Brookfield vs. West Coast Entertainmé€h®99) [30] [21]
HTML contents Playboy vs. Welle€1999) [30] [21]

Table 1. Summary of IP issues that affect Web content publishers

the rights of citizens for access to information. Copyright essary prerequisite to file an infringement suit. Since Web
grants severgbecuniary rightswhich are held exclusively  sites tend to evolve, repeated registration of the site might
by the owner. Among these are making and selling copies ofbe necessary. IIMS vs. BerkshirelMS alleged that Berk-
the work, and making derivative works. A consumer right shire copied content from eight pages of its e-Basket Web
is fair use which allows the consumer to use copyrighted site, which tracks magazine advertising. The obtained in-
material in certain ways regardless of the copyright owner’s formation was then used in a competing system. IMS pub-
wishes [33, 34]. For example, limited quoting from a copy- lished the e-Basket site on January 14, 2003 and registered
righted book is permissible under fair use. Copyright pro- it on March 7, 2003. Berkshire allegedly accessed the site
tection currently endures for the life of the author plus an around March of 2002. IMS claimed that the registered site
additional 70 years after the author’s death. is the same one that Berkshire infringed upon. However,
Typically, a copyright is owned by the author of the IMS failed in its copyright registration to refer to its pre-
work. However, it is also possible that the copyright is January-2003 site as pre-existing work. Because of this, a
owned by the author’s employer (i.ayork for hire) [8]. district court ruled that the e-Basket site that Berkshire had
Depending on the business and employer relationship, it canaccessed in 2002 was not protected by the registration se-
be difficult to determine the copyright owner (e.g., for inde- cured in 2003, and therefore dismissed the claim to copy-
pendent contracting). This means that a company might notright infringement [2].
have copyright of its own Web site. A development agree-  Not all works are protected by copyright. For example,
ment can be used that explicitly states whether the site isWeb sites and other publications of the Federal Government
considered work-for-hire or not, and whether the developer are in the public domain. Web sites can also use an explicit
transfers the copyright to the company [18]. open content license to replace copyright. Open content li-
A copyright is subject to no formalities, which means censes are similar in that they allow the (non-commercial)
that no action is required from an author to obtain a copy- copying of content, which can be a more appropriate busi-
right. Hence, the content of a Web site such as text, imagesness model than copyright. Examples of open content are
and JavaScript code has a copyright even without an explicitCreative Commons [9] and the GNU Free Documentation
copyright notice or registration. While a copyright notice License (GFDL) [12]. The GFDL is primarily meant for
is not required, it puts others on notice that the owner hassoftware documentation, but not restricted to it. For exam-
expressed explicit interest in the copyright. The Copyright ple, the Wikipedia online encyclopedia uses the GFPL for
Act says that “the notice shall be affixed to the copies in its content [44].
such manner and location as to give reasonable notice.” The In the rest of this section, we discuss several practices of
Copyright Office has not issued guidelines for Web sites, Web publishing that can pose legal risks because of copy-
but it is common to include the notice in the footer of every right law.
page. Digital Copies. Since works published on the Web are
As with other works, Web sites can be also registered protected by copyright even without a notice or registration,
by the Copyright Office [7]. Such a registration is a nec- copying and reposting is likely to constitute a copyright in-



fringement. This is contrary to popular assumptions that
content on the Web is “free.” To clarify, Pamela Samuelson,
a law professor, explicitly states: “If some people think it's

OK to post other people’s work on a bbs [i.e., bulletin board
service] or listserv because the author didn’t put copyright

notices on work, they are relying on a mistaken assump-
tion” [34]. There are several supporting cases, for instance,

Playboy vs. Russ Hardenburgidardenburgh encouraged
subscribers of his BBS to submit copyrighted images of

number of legal cases suggest that Web content providers
cannot expect to freely link to other Web sites as a general
rule.

Berners-Lee calls it a myth that a normal link could pos-
sibly infringe copyright. He makes the observation that
“making [a] reference with a hypertext link [as opposed to
giving the URL without explicitly linking to it] is more ef-
ficient but changes nothing else” [5]. A district court in
Ticketmaster vs. Tickets.catame to the same conclusion

Playboy magazine and then made them available for down-[14]:

load. The court decided that this infringed Playboy’s copy-
rights and that the defendant is liable for direct infringement

[27]. As a general guideline, Isenberg, attorney and founder

of Gigalaw.com, recommends to not “publish anything on

your Web site unless you know who created it” [18]. While

this might seem obvious, it is often ignored in practice.
Intermediate RAM Copies. Viewing of a Web page

in a browser creates a copy of the page in the user’'s com-
puter. This raises the question whether this intermediate

RAM copy is a reproduction of the work and hence consti-
tutes a copyright infringement.

Several cases have found that intermediate copies ar
indeed covered by copyright. Iimtellectual Reserve vs.
Utah Lighthouse Ministrythe owners of a Web site host-
ing copyrighted material were held liable of contributory
infringement because of intermediate RAM copies in the
users’ browsers [11]. Addressing the users’ RAM copies, a
district court stated [14]:

“When a person browses a website, and by so do-
ing displays the [copyrighted material], a copy of
the [copyrighted material] is made in the com-
puter’s random access memory (RAM), to permit
viewing of the material. And in making a copy,
even a temporary one, the person who browsed
infringes the copyright.”

In its decision, the court relied oMAI Systems vs. Peak

“hyperlinking does not itself involve a violation
of the Copyright Act (whatever it may do for other
claims) since no copying is involved.”

However, linking to a page that infringes on copyright can
be problematic. Inntellectual Reserve vs. Utah Lighthouse
Ministry, a Web site first illegally published copyrighted
material for viewing. After being directed by a district court
to remove the material, the site complied, but instead posted
links to other sites that illegally contained the same mate-
rial. The court ruled that users that viewed the material in-

l?ringed on copyright because of the temporary RAM copies

and that, hence, the links themselves constitute contributory
infringement.

Another potential problem is the practice of some Web
sites to frame content of other sites. Frames allow it to
display content from different sources in one browser win-
dow, thus making it “easy to create the impression that the
owner of the surrounding frames is in fact responsible for
the defining document” [5]. From a copyright perspective,
such a composition might constitute a derivate work [39].
In this case, the user of the Web browser might be the di-
rect infringer, the frame provider a contributory infringer.
The first case that involved framing was filed in 1997 by
a group of six content providers (among them the Wash-
ington Post) against TotalNews, which operates a Web site
that frames the Web sites of online newspapers. TotalNews

Computersin which an appellate court ruled that loading packaged the news stories with their own advertisement in
software into a computer creates a fixed copy of that soft- a separate frame. In the complaint, the plaintiffs claimed,
ware [38]. Even though this interpretation of intermediate among other things, copyright infringement. The case was
copies has been widely criticized, it seems now firmly es- settled out of court in December 1997. As part of the settle-
tablished in case law. ment TotalNews stopped framing the suing newspaper sites.
According to this view, a user activating a link may be In Futuredontics vs. Applied Anagramjdke latter framed

an infringer and the author of the Web page containing the Web pages of its competitor, Futuredontics, and argued that
link may be a contributory infringer. However, this interpre- its “frame provides a 'lens’ which enables Internet users to
tation is limited by fair use; one can argue that by making view the information that [Futuredontics] itself placed on
a Web site available on the Web, content publishers expecthe Internet.” An appellate court ruled in favor of Applied

others to browse (and download) their work (&eligious
Technology Center vs. Netchm

Linking. Spinello observes that “linking is the essence
of the World Wide Web, and there is little doubt that legal
or technological constraints on linking would have substan-
tial negative ramifications for the web” [37]. Regardless, a

Anagramics finding that no derivate work was created by
framing.

Some site owners have tried to prohit#ep linksinto
their Web sites. Alink is called deep if it bypasses the front
page (or official entry points) of a Web site. Ticketmas-
ter vs. Tickets.comTicketmaster sued a competitor, Tick-



ets.com, in July 1999 for using deep links to their event given in the Copyright Act). However, one should not gen-
pages [11]. Tickets.com advertises events and sells ticketseralize from this ruling that thumbnails are always permis-
If Tickets.com does not sell tickets for an event, it provides sible. In fact, the court cautioned that “we do not suggest
a link to another ticket broker. If the exclusive broker for an that the inferior display quality of a reproduction ... will al-
event is Ticketmaster, customers can click on a hyperlink ways assist an alleged infringer in demonstrating fair use.”
(“Buy this ticket from another on-line ticketing company”), Still, according to Sableman, the ruling indicates that “the
which shows them Ticketmaster's event page. Ticketmasterfair use doctrine is likely to protect normal indexing and
claimed that URLSs to interior pages are subject to copyright summarizing use of Internet content as hyperlinks” [31].
protection. The district court disagreed, stating that “a URL
is simply an address, open to the public, like the street ad-2.2. Patents
dress of a building, which, if known, can enable the user to
reach the building. There is nothing sufficiently original to Similar to copyright, patents can foster innovation be-
make the URL a copyrightable item.” cause they give an innovator an incentive to come up with
While deep linking is probably permissible under U.S. new ideas; otherwise, the idea could simply be taken (with-
copyright law, the European Union’s database protection di- out paying the inventor’s cost). To obtain the patent, the
rective can affect deep linking [24] The directive defines  inventor has to fully disclose it to the public. In return, the
a database as “a collection of works, data or other indepen-patent grants the inventor the right to exclusively use it for
dent materials arranged in a systematic or methodical way20 years.
and individually accessible by electronic or other means” In contrast to copyrights and trademarks, an inventor
[17]. This broad definition can cover Web pages that pro- must file a patent application with the Patent and Trademark
vide a collection of information, such as job postings or Office (PTO). To be patentable, an invention must meet cer-
news stories. For example, MVM vs. De TelegraafDe tain tests, among them novelty and nonobviousness. An in-
Telegraaf operated a real estate search agent that extractegention is novel if it is not part oprior art (i.e., the exist-
listings from the Web site of a broker [17]. A lower court ing body of technology that could be reasonably known to
held that even extraction of small pieces of information can someone working in the field). An invention is nonobvious
be infringing if that data is of great value to end users. Sub- if it is not an obvious variation of prior art. Once a patent
sequently, the Dutch Supreme Court ruled in the case thatis granted, the invention should be marked with the word
owners of online databases can prohibit deep linking to the“patent” followed by the patent number. “Patent pending”

contents of their database. is often used to inform people that a patent has been applied
Wood analyzes the legal risk surrounding linking and for [6].
gives the following recommendations [46]: Traditionally, patents have been granted for industrial in-
novations such as machines and manufacturing processes.
e Don't deep link without permission. However, patent law has increasingly broadened its scope

to accommodate technological changes. For example, busi-
ness methods and software are now patentable as well.
e Do not use links to sites that encourage others to en-Amazon’s 1-Click patent (discussed below) is an example
gage in copyright infringement. of a business method.
In a lawsuit, the patent holder has to show that at least
Because of the legal uncertainly that is still prevailing, these gne claim of the patent covers its product or process. The
guidelines are conservative and hence quite restrictive.  3jjeged infringer can try to establish that the patent is invalid
Thumbnails. ~ In Kelly vs. Arriba Soft the courts  (e.g., due to prior art). The patent holder can ask for dam-
had to decide whether the use of copyrighted pictures asages, typically profits that have been lost as a result of the
thumbnails is permissible. Kelly is a professional pho- infringement. Compared to copyright registration, the cost
tographer who offers his photographs for sale through his of obtaining and enforcing a patent is significant. Patent at-
Web site. Arriba Soft is an image search engine, which in- torneys, (professional) prior art searches, and several fees
dexed Kelly’s photographs. As part of the indexing, thumb- are part of the application and maintenance process. Fur-
nail pictures are generated. Kelly alleged that the thumb- thermore, patent lawsuits are expensive and maybe, as a
nails constitute a copyright infringement. Kelly argued that consequence, many of them are settled. Lessig states that it
thumbnails contain most of the creative elements of the cor-takes on average $1.5 million for both sides to take a patent
responding full-size picture (such as subject, composition, dispute to trial [23, page 213].

and lighting). In this case, the court decided that Arriba’s  Kirsch, a patent attorney, characterizes the increasing
thumbnails are fair use (based on the four fair use factorsimportance of patents as follows [18, page 113]:

e Don't frame other entities’ pages without permission.

2The U.S. Congress is currently considering a similar law [13]. “Technology companies that just a few year



ago woundn’t have ever considered the im- Netscape and Opera are potential targets as well.) A jury

pact of patent protection—either offensively or granted Eolas $521 million in damages in August 2003,
defensively—are now devoting many resources to which was affirmed by court [1]. In the meanwhile, the
ensuring they are protected, and minimizing the PTO decided November 12, 2003 to re-assess the validity
possibility of infringing third-party patent rights. of the patent. There are several proposals to work around
Those companies that don't consider these issues the patent. One of them is to insert a dialog box that ex-
do so at their peril.” plicitly prompts the user to launch the embedded applica-

) ) _ tion to get around the patent’s definition of an “automat-
In the following, we discuss two patent cases to exemplify ica|ly invoked” application. Another one proposes to use
the impact that they can have on Web sites and Web tech-pyTML to launch applications instead of statically embed-

n0|09Y-_ ded HTML tags. Regardless of the workaround, it will have
Business Methods Patents. Patents about Web tech- 5 significant impact on Web site developers and users.

nology or functionality held by one organization can im-
pact other Web sites. The 1-Click patétitat Amazon ob-
tained describes an arguably obvious method of how to do
e-commerce on the Web. The basic idea is to purchase an , , .
item with a single click, using the user’s shipping address According to the Lanham A.‘Ct' atrademarkincludes "any
and credit-card information already on file. Briefly after wordf name, s_yr_nbol_, or d_ewce ---used b¥ a person 10
the patent was granted, Amazon sued Barnesandnoble.corwem'fy and distinguish his or her goods. S!m|lar o a
and won an injunction in December 1999 (just in time right copynght_ed work, trademarks need not be registered; they
before the Christmas shopping season) [45]. It seems thaf)1re acguweq through use. anversely, a Fradgmark has to
the court’s decision had an impact on other Web content e actively in use, otherw!se It becpmes invalid. ngergl
providers—Apple put out a press release in September Zood_rademarks, Wh'Ch are reglstere_d with the PTO, are identi-
that it had licensed the 1-Click patent from Amazon for ﬁed V.V'.th th? ® S}f,\?,t,)o" Unregistered trademarkg can be
its Apple Online Store [3]. Barnesandnoble.com appealed'dem'f'e‘j W'th the. symbol to put others on notice that
and a higher court overturned the preliminary injunction in a trademark is claimed.

February 2001, also raising doubts about the validity of the Trademark law allows several companies to hold thg
patent [40]. In that decision, the case was remanded to ansame trademark, as long as there is no consumer confusion

other appeals court for a full trial. However, the parties de- (6-9-» because of different markets or products). A problem

cided to settled in March 2002. The terms of the settlement2"1S€S for domain names, because only one trademark can

were not disclosed. hold the corresponding domain name. This has resulted in
Priceline vs. Microsofts a similar case, in which Price- many domain name disputes [36]. L .

line claimed that ExpediaBrice Matcherservice infringed Trademark owners can sue for infringement if someone

on its reverse auction patent [18]. Expedia agreed to pay"S€S t,f‘e'r trademark in a way that is “I|I§ely to cause con-
royalties and the case was settled. fusion” by consumers. If the trademark is famous, owners

Software Patents. An example of a recent software may prevent others from using _the same trademark under
patent case is a claim from Eolas that it holds a patent for h€ theory that other uses woulkilute the value of the fa-

the automatic downloading of embedded content (i.e., plug-T°US mark even if there is no likelihood of confusion. De-

ins)# The patent potentially affects content that is referred ciding what constitutes infringement or dilution is difficult
to by<embed>, <object> , and<applet> HTML tags to determine and as a result rulings are hard to predict. Fur-

In fact, the patent contains the following example of an therm_ore, Isenberg observes that “often, it seems that, espe-
HTML tag to describe an embedded object: cially |n.Internet cases, some courts have gone out of their
way to find a trademark famous (and therefore protected by
<EMBED TYPE = "type" HREF = "href" the anti-dilution law) if the defendant using the trademark
WIDTH = width HEIGHT = height> appears to be acting in bad faith” [18].

In a panel about link law, one lawyer summarized the
Eolas sued Microsoft, claiming that Internet Explorer in- legal situation as follows [29]:

fringes on the patent. (Other browser vendors such as

2.3. Trademarks

. , _ “Basically if you use third party trademarks in
The pe_lten“t was granted in the Unlted_States on September_ 28, 1999 links or in meta-tags without permission you're

under the title “Method and system for placing a purchase order via a com- . . . L .
munications network” (U.S. patent 5,960,411). taking a risk. There is the possibility you will get

4The patent was filed in 1994 and granted in 1998. It is entitled “Dis- sued for trademark infringement or dilution.”
tributed hypermedia method for automatically invoking external applica-
tion providing interaction and display of embedded objects within a hyper- 5We do not further discuss this issue here because these disputes center
media document” (U.S. patent 5,838,906). around a Web site’s URL and not its content.




In the following, we discuss how trademarks affect (com- terms that are trademarked. In the above example, the use
mercial) contents and the use of meta tags. of Mikimoto can be a trademark violation.

Contents and Disclaimers. Playboy vs. Welleis a case In Brookfield vs. West Coast Entertainmethe plaintiff
that shows that judicious use of trademarks can be fair useheld the trademark “MovieBuff,” which was used by the de-
[21]. Terry Welles is a photo model and was Playboy’s Play- fendant in a domain namenpviebuff.com ) and in the
mate of the Year 1981. She stared her own Web site in Juné\eb site’s meta tags. The court concluded that the defen-
1997 and used terms such as “Playmate of the Year” anddant used the trademark to attract customers to his Web site:
“Playboy” in her site’s pages. She placed a disclaimer at the“Using another’s trademark in one’s metatags is much like
bottom of her pages that stated that the site is not affiliatedposting a sign with another’s trademark in front of one’s
with Playboy. Playboy sued Welles for trademark infringe- store.” The court saw this as a trademark infringement un-
ment and dilution. A lower court denied Playboy’s motion der the doctrine of initial interest confusion [30]. Interest-
for a preliminary injunction. The court found that Welles ingly, the court said that the defendant could use the term
made fair use of the trademark because they were used iffmovie buff” in meta tags, because it is a legitimate word
good faith and accurately described her Web site. The courtin the English language (dictionary doctrine [21]).
viewed the use of a disclaimer in her faforAn appel-
Ia_te court confirmed the lower court’s decision. Kuester and 3. AN IP MATURITY MODEL
Nieves recommend that

“one preventative measure against a trademark or Huang and Tilley propose a documentation maturity
copyright claim is a common disclaimer. The dis- model (DMM) akin to the Capability Maturity Model
claimer should state that the Web site and owner (CMM) for software [16]. While the DMM is specifically

of the Web site are not sponsored or affiliated with targeted towards technical documentation for program un-
any owners of the specific trademarks used onthe  derstanding, its general framework can be used for Web site
Web site” [20]. contents as well. The DMM assesses the quality of doc-

umentation using five maturity levels. The maturity levels

The protection of a trademark can be limited by the First are used to characterize product quality as well as process
Amendment (free speech). In general, contents of a non'maturity

commercial naFure (e.g., news cqverage) has a stronger free Since the IP aspect of the contents published in Web sites
speech protection than commercial contents such as the one_ . . . .
: . IS increasingly important to many site owners, we propose
in Playboy vs. WelledHowever, courts have disagreed what . ;

. : to extend the DMM to capture the maturity of a Web site
constitutes noncommercial speech [21].

Meta Tags. HTML documents allow the author to spec- with_respect to IP. In this paper, we discuss the product
ify information about the document in addition to the actual quality part of the DMM. This allows an assessment of the

content. Such information, called meta data, is not shown current state of the Web site’s 1P maturity, but ignores the
by the Web browser and c,onsists of key-vallje pBihe process by which the maturity level has been achiéved.

keywords attribute can be used to quickly identify and . .
summarize the contents of a page. For example, a Web3-1. Web Site Product Quality Levels
page that sells Mikimoto jewelery could use the following

keywords: To assess product quality, the DMM defines several
product attributes along with the required characteristics

<META name="keywords" for each maturity level. For example, graphics formatting
content="Mikimoto, jewelery"> ranges from (1) static and informal (e.g., GIF images) to (5)

Search engines can use this information to efficiently in- editable (i.e., live documents [43]). The levels are inclusive,
dex a page without scanning the page’s contents HOW_meaning that a certain maturity level satisfies the character-

ever, keywords can be used to mislead a search engine iﬁSt'Cs of all Iowerrllevfelﬁ. ing level b site’
the sense that the given keywords might not correspond to We_ proposz_t € 9 owing levels to assess a Web site’s
the actual content. However, it should also be mentionedMaturity regarding IP:

that this issue might become moot, because sophis’[icate(li_eveI 1— None: The Web site has no copyright notices

fS?arCh ertwg|(rj1es S'Tlply |$?r§)re rtnetta tags& _It\)/letta tagts can in- relying on the implicit protection that copyright pro-
ringe ontrademark faw it theontents — attribute contains vides. Similarly, trademarks (ones own and other’s)

Sronically, the disclaimer might have helped to give the site a higher are not acknowledged.
ranking for searches that contained the trademarks used in the disclaimer.

7The HTML standard itself does not specify the keys. Instead, profiles 8The details of the DMM'’s process maturity levels have not been de-
are used to specify valid keys and their meaning. fined yet.




Level 2 — Informal: Copyright notices are present at some site owners to assess their IP maturity and are a first step

Web pages or specific works accessible via the Webtowards a more formal risk analysis.

page, but not applied consistently. (Instead of copy-

right notices, licenses such as open content can be used,, SUMMARY AND DISCUSSION

as well.) Similarly, Trademarks are only partially ac-

knowledged. This paper has explored intellectual property issues on
the Web by discussing case law in copyrights, trademarks,
and patents. Web site owners and content providers need
to know about legal aspects that potentially affect their ac-
tivities for two reasons. First, they have to know how to
manage and protect their own IP. Second, they must respect

Level 3 — Copyright Notice: Every Web page has a valid
copyright or license notice (copyright symbol, fol-
lowed by year of first publication and the copyright
owner’'s name). The notice is typically placed at the
footer of the page. However, if the page contains con-

tent of different copyright owners, individual notices theLIP of others in Qrtljs\rltg ”?t'”'m'ze legal r'f‘rlfst' Pi .
are necessary. In order to achieve consistence and arge commercial YVeb sites are aware that I 1S an im-

complete of the notices, they can be generated (Semi_portant issye for their. busine;s and hence h'ave taken steps
)automatically. Optionally, the Web site is registered to protect It Such sites typically have achieved Level_ 5
with the Copyright Office. Trademarks that the Web in our quality model. For example, the Amazon Web site
site publishers are aware of are acknowledged. Ev- (www.amazon.com ) has

ery trademark’s occurrence can be separately acknowl- e the copyright notice®)1996-2004, Amazon.com, Inc.

edged or the first or prominent occurrence of the trade- or its affiliates” at the very bottom of every page.
mark. There can be an additional notice along the lines ¢ 5 conditions of Use page that contains the following
that “other company, product and service names may IP agreements:

be trademarks of others.”
— an explicit notice regarding copyright that “all

Level 4 — IP Agreements: The Web site contains an agree- content included on this site, such as text, graph-
ment that identifies its IP and possibly the IP of oth- ics, ..., and software, is the property of Ama-
ers. It also governs acceptable behavior by users of the zon.com ...and protected by United States and
site regarding the site’s IP. Typically, IP agreements international copyright laws.”

are contained in a dedicated Terms of Use page that is
linked to at the footer of every page. Such a page con-
stitutes abrowse-wrapagreement between the owner

an user of the site [18]. Since the user of the site is typ- to this Site and to the features and services acces-
ically not required to read the Terms of Use page and sible via the Site, including without limitation:

also does not explicitly accept it (e.g., by clicking on U.S. Patent Nos. 5.715.399- 5.960.411: .. "
an “l agree” button”), commentators have questioned CooTT e

the enforceability of such a contract [10]. However, e acomprehensive coverage of legal issues, including a
courts have increasingly broadened their view of what Privacy Notice page.

constitutes an enforcable contract [19]. Part of the IP e apove evidence from the Amazon site shows that great
notice can be other statements, such as link policies¢are has been taken to protect the site’s IP and other legal
and provisions against reverse engineering. issues. Note that we could assess Amazon’s quality level

Level 5 — Comprehensive AgreementThis level is be- from the outside by observing their site; in contrast, assess-
yond the scope of the paper because a full agreemen{ng the process maturity would require access to the com-

between the owner and user of the site addresses issud2ny’s internals.

unrelated to IP ranging from the site’s jurisdiction [36] While it is difficult to give clear guidelines for content
and disclaimer of liability to privacy statement and ac- publishers due to evolving case law and diverging jurisdic-

ceptable user behavior. In general, the agreement hagions,_we haye highlighted the areas of IP that haye raised
to be comprehensive in the sense that all potential legall©9@! iSsues in the past. Even though few Web sites have
issues are addressed. In order to use the full function-2ccess to professional legal advice, they can still assess and
ality of a Web site (e.g., activities that go beyond basic manage IP issues themselves. As a first step to a more for-
browsing such as ordering of products), the user typi- mal risk assessment, we have introduced Web site IP matu-
cally has to register and explicitly accept a click-wrap rity levels, which allow to assess a Web site’s coverage of
contract IP issues. Web site owners can use the maturity levels as a
guidance to improve their own site’s quality with respect to
The introduced maturity levels are a simple tool for Web IP.

— alist of its trademarks and trade dress.

— a statement of its patents, among them the infa-
mous 1-click patent: “One or more patents apply
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